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Three developers...
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General problem

Can view source code for malicious flaws

But users install pre-compiled packages

Can we trust the compilation process?
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Solution?

1. Start with the same source

2. Ensure builds always have identical results

3. Compare results
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How does this help?

Alice » Blackmail will be uncovered
Bob > Compromise detected

Carol > Tampered laptop will be discovered

Reduces incentive to attack in the first place



"Builds with the same dependencies”... ¥

"Reliable" builds... ¥

Identical build results



Wait...



Dictionary/hash/database ordering
Parallelism in builds
Timestamps

Build paths

Non-deterministic file ordering

Users, groups, umask, environment variables, etc.






And after all that effort...
what do we get?



Minimal diffs on "deliberate" changes

Cache ratio — save time, money & CO»

Remove really unused build-dependencies

Finds bugs!



Random characters in manpages?

-This manual page documents the usageoof WikipediaFsS.
+This manual page documents the usage of WikipediaFsS.

memcpy (&buf [1], &buf[2], strlen(buf)-1);
memcpy (3) : The memory areas must not overlap

- memcpy (&buf [1], &buf[2], strlen(buf)-1);
+ memmove (&buf [1], &buf[2], strlen(buf)-1);

UB in docbook-to-man for i386: https://bugs.debian.org
/842635
https://sources.debian.org/src/docbook-to-
man/1%3A2.0.0-45/debian/patches/0010-Prevent-
undefined-behaviour-in-memcpy-parameter-over.patch/



Debian & Reproducible Builds



We have been working in making Debian
build reproducibly since 2013



"Torture test"

Time & date

Hostname & domain name
Filesystem (disorderfs)
Timezone & locale

uid &gid

Kernel & CPU type



First rebuild in 2013 24% packages reproducible
March 2018 93% packages reproducible



Reproducibility status for packages in 'unstable’ for 'amd64'
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Beyond Debian...

coreboot, Fedora, LEDE, OpenWRT, NetBSD, FreeBSD,
Archlinux, Qubes, F-Droid, NixOS, Guix, Meson, etc.

Other projects using "Debian"'s testing framework

Reproducible Builds summits (Athens, Berlin, Paris,
Marrakech, Venice, Hamburg)



And Ubuntu...
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| tried rebuilding mantic...

or... | really wanted to! | swear!



waitbutwhy.cgm




Tot packages in main
packages that | somehow managed to lose

packages that were too annoying

Tot built packages

Tot packages

Tot packages

Tot FTBFS packages

2407

17

13

2377

2275 (95.7%)
58 (2.4%)

44 (1.9%)



About actually rebuilds and verification

Because this is what actually matters:



Format: 1.0

Source: libeatmydata

Binary: eatmydata eatmydata-udeb libeatmydatal libeatmydatal-dbgsym
Architecture: amd64
Version: 131-1

Checksums-Md5:

2aa285ah834acf7bf81278be8e78aeb2 6172 libeatmydatal-dbgsym 131-1 amd64.deb
e9ec9b65e45f3d22eaf583116bcc45d1l 6980 libeatmydatal 131-1 amd64.deb

Checksums-Shal:

13cfc33f2473¢3e12299e7572b97fcd4358e861e 6172 libeatmydatal-dbgsym 131-1 amd64.deb
144cb89d17e7767ddc6dat1263737d2ae38e75f6 6980 libeatmydatal 131-1 amd64.deb
Checksums-Sha256:

7a06d1b47fcc7f4784affeadd6b6100dc72d2a96125137c4bcdf90ce737032ef 7472 eatmydata 131-1 all.deb
f3eeadb78571b0373ef3e4624d84536a7c7865e55¢c879445e53087bh8fefaacca 6172 libeatmydatal-dbgsym 131-1 amd64.deb
183deBaeaec90241574ca570500b7cdbb2662d508907974d2cadf42c03251d4d 6980 libeatmydatal 131-1 amd64.deb
Build-Origin: Debian
Build-Architecture: amd64
Build-Date: Wed, 01 Nov 2023 11:10:37 +0000
Build-Path: /build/libeatmydata-131
Installed-Build-Depends:

autoconf (= 2.71-3),

automake (= 1:1.16.5-1.3),

autopoint (= 0.21-13),

autotools-dev (= 20220109.1),

base-files (= 13),

base-passwd (= 3.6.1),

bash (= 5.2.15-2+b6),

sysvinit-utils (= 3.08-1),

tar (= 1.34+dfsg-1.2),
usr-is-merged (= 37),

usrmerge (= 37),

util-linux (= 2.39.2-5),
xz-utils (= 5.4.4-0.1),

zliblg (= 1:1.2.13.dfsg-3)
Environment:

DEB BUILD OPTIONS="parallel=4"
DPKG_GENSYMBOLS CHECK LEVEL="4"
LANG="C"

LC_ALL="C"

LC_TIME="en US.UTF-8"

LD LIBRARY_PATH="/usr/lib/libeatmydata"
SOURCE DATE EPOCH="1693822961"



SBOM?



https://bugs.launchpad.net/launchpad/+bug/1686242
Thank you Simon Quigley!



Q&A



Get involved!

Visit: reproducible-builds.org

Subscribe: lists.reproducible-builds.org
- rb-general

Follow: @ReproBuilds on FwitterX
Join: #reproducible-builds (on OFTC)


https://reproducible-builds.org/
https://reproducible-builds.org/

Thanks!
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